How To's from RATSupport

Setup Wireless Router Security




Get to Command Prompt

= Command Pro

Microzoft Windows [Uerszion 6.1.76081
Copyright <c> 2809 MHicrosoft Corporation. All rights reserved.

C=xUserssrichard>

This is the Command Prompt window , you have to open it to find out the IP
(Internet Protocol) address of your wireless router.

This window can be opened by clicking on start, then all programs and then
accessories and select Command Prompt.

If you right click on the Command Prompt icon you can select Send To and save the
icon on your desktop if you want or will not remember how to get it open.



Find Router |IP address

= =B8] x |

Microsoft Windows [Uersion 6.1.76881 _ At the prompt if you type
Copuright €c) 200? Microsoft Corporation. All rights reserved. . . . .

in ipconfig, you will get a
listing as shown here
and look for the Default

Gateway.. in My case it is

WRUS 4400N
2002 :63a5:1f7e :@:bldc :6dad:151f 1617 192.168.3.254.

2085 :123:456:789: :6
2082 :63a5:1F7e :B:£43b:cab?:abBa:9c3

£o80: :h1dc:6dadi151F :61£ 7411

255 . 255 _255.0 Write this number
FeB@::218:30FF :fead:d8%axil

192.168.3.254 sequence down and

Tunnel adapter isatap.WRUS4480H: InC|Ude the dOtS

Media State . . . . . . . . . . Media disconnected
Connection—specific DHS Suffix WRUS448008H

C:sUzerssrichard>ipconfiyg

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
IPub Addres=s. . . . . . .
IPve Address. . . . . . .
Temporary IPub Address. .
Link—-local IPFut Address .

IPv4 Addres=s. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

Tunnel adapter Local Area Connection®* %:

Connection—specific DHS Suffix
IPve Address. . . . - . . . . .
Link—-local IPuvt Address . . . .
Default Gateway . . . . . . . .

2001 :8:4137:%e76:18be :146e:3f57:c??
fefB::18he:146e:3Ff57:FcP9212

sUserssrichard>




Open Browser and enter [P

At this point you need to open your Browser (Firefox, IE, or other) and enter that
saved |IP address into your URL or Location window.

g
3! Yahoo! ®* | | | RATSupportcom Home, Where you c.. oF
€2 X || C| M| | G- 192.168,3.254 =
b Al e R et | e e _ Ao

% Ratsupport Blog |2) Most Visited | | Getting Started | | Getting Started | | Getting Started |3 Latest Headlines |5 Latest Headlines | Latest Headlines

When you enter the IP address in the Location Window and click enter you should see
a window asking for a userid and password for your router. This is information you

should have either in the documentation on the router or data that you saved when
setting up the router.

Enter the userid and password and click enter



View the Router Summary

|| Setup Summary x |;j RATSupport.com Home, Where you c...

|| hitp://192.168.3.254/Setup_summary.htm

(&) (x| (e](m]) (8]

)@ (28~ Googte

15 Ratsupport Blog [8) Most Visited | | Getting Started [ Getting Started |_| Getting Started 3 Latest Headlines 5 Latest Headlines &

NKSYS®

A Division of Cisco Systems, inc.

Setup

Summary

Setup Wireless Firewall ProtectLink VPN QoS

mary | VAN | | DMZ | MACAddressClone | Advanced Routing

System Information - Firmvare Version: V1.3 DRAM: 64MB
|CcPu: STAR 9202 FLASH : SMB
| System up time: 3 days, 05:38:35
Port Statistics
Network Setting Status || s P 192.168.3.254
| P 99.185.31.126 Connest
Mode: Gateway
|DMS1; 66.94.156.1
|DNS2; 66.94.157.1
{DDNS: oft

DMEZ: off

Firewall Setting Status | Dos(Denial of Servicel:  On
| Block WAN Request.  OFf
|Remote Management.  On

IPSec VPN Setting Status | |psec WPN Summary:

Tunnel(s) Used: 0
- Tunnel{s) Available: 5

Log Setting Status | £ msil: E-mail settings have been d

Firmmweare Version: W1.1.12

Wireless-N Gigabit Security Router with VPN WRV54400N

L2 Switch Status

The System Summary screen
displays the router's cument
status and setfings. This
information is read only. If you
click the button with undedine, it
will hyperiink to related setup
pages. On the nght side of the:
screen and all other screens in
the Utility will be a fink to the
Site Map, which has links to all
of the Utility's tabs. System up
fime: The length of ime in Days,
Hours, and Minutes that the
WRWVS4400N is active.
Firmware version: The curent
version number of the fimmware
mstalled on this unit.

This is what my routers
setup summary page
looks like. Most routers
have a page that is
similar to this.

Look for Wireless or
Wireless Setup



| | Basic Wireless Settings x | | | RATSupport.com Home, Where youc... « | +

. &_ 2 | C |60 - | [] http//192168.3.254/Wirelesshtm - || @] |2f - Google

|& Ratsupport Blog |8 Most Visited [ | Getting Started L] Getting Started L] Getting Started |5 Latest Headlines 5 Latest Headlines |5/ Latest Headlines

LINKSYS®

A Division of Cisco Systems, Inc. Firmweare Version: V1.1.12

Wireless-N Gigabit Security Router with VPN ~ WRV54400N

Wireless Setup Wireless Firewall ProtectLink VPN QoS Administration IPS L2 Switch Status

Basic Wirsless Setfings | Wirsless Security | Wireless Connection Control | Advanced YWireless Settings

Basic Wireless Settings

| Netwiork Name (551D RCANET :'“’ “;:"‘:;“:;"‘ Lo
mode and other basic features.
| Wireless MNetwork Mode: BIGIN-Mixed e =
More...
| Wireless Channel; 6-2437GHz -
Wircless SSID Broadcast @ Enabled () Disabled

afra]n
Save Setfings Cancel Changes c I SCO

View Basic Wireless Settings

The SSID(service
set identifier)

This should be
changed from the
default so you can
identify your
wireless network.

Once your system
is setup and
working you can
disable the SSID
broadcast and
that way others
can not search for
your wireless
network.

Select the Wireless Security link and this will give you the ability to change settings



Edit Wireless Settings

x LJ RATSuppart.com Home, Where you c.. =

€ > | x| e m 0| [) ntps/192.1683.254/WSecurityhtm - |[ & |28~ Googte L=
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LiINnkKSYS'

A Division of Gisco Systems, Inc. Firmware Version: ¥1.1.13

Wireless-N Gigabit Security Router with VPN WRVS4400N

Wireless Setup Wireless Firewall ProtectlLink VPN QoS Administration IPS L2 Switch Status

Basic Wireless Seftings | \Wireless Security | Wireless Connection Control | Advanced Wireless Settings

Security Mode: WPA-Personal | -

‘Wireless Isolation(within SSID): Disabled «

Choose the type of security you want to use , then enter the pass code or
encryption code.

WEP is not the strongest of the securities but if you have an older computer or
router then that may be your only choice. This is not bad, just not as good. See
link below.

Discussion on Wireless Security


http://www.ratsupport.com/downloads/Security.pdf

Things to Enter

* Enter codes that are not easy for others to
figure out.

* Use a combination of Caps, Symbols, and
numbers.

* Do not make this real easy because you will
only have to enter this info when someone
connects and that will be once. Their computer
will usually remember the information on
connections.



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8

